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Detection:
Shark or Dolphin?




‘ The key principles of attacks remain true
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‘ The Failure of Detection

It Is mathematically impossible* to detect all polymorphic
or zero day malware in advance

On the Infeasibility of Modeling Polymorphic Shellcode
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Br Detection vs Isolation

= Evicti - - = Micro-virtualization protects
E))ggt)l/nr%liec():#rétg/téc,gtli%t'[]ons through “CPU enforced Isolation”
! Athrgatbrlnu% td)e detected before it ' }ﬁgls?tﬁgt\lfv%tfﬁ,sé?g_ content from the OS,
can be O(,: © . ., - Leverages hardware virtualization for
- Polymorphic & “0 day” malware maximum protection

evades AV, white lists, IPS etc.
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Br Software vs Hardware Isolation

Attack Surface Comparison between Sandboxing & Micro-virtualization
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The attacker directly
compromises the kernel, NTDLL.DLL
bypassing the sandbox

ntoskrnl.exe
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Current threat

andscape
Driving the need
for hardware
nased isolation

Our research indicates that
there has been a dramatic

Increase in kernel exploits

over the past two years

Source: MSRC and Microsoft One Protection Team
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Windows 10 Device Guard

101010
010101

Cryptographic

processor Virtualization Biometric sensors

Device integrity

UEFI Secure Boot TPM processor Processor based Using a biometric for
prevents device provides tamper proof virtualization isolates authentication
tampering and ensures integrity validation and critical system increases the level of
OS starts with integrity prevents unauthorized components and data difficulty for an attacker
access to sensitive and protects even in the to the highest level

information event full system

compromise



50% of the time
On Windows 10 EEEREIRIRUE
browser
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Device Guard uses micro-virtualization to
hardware-isolate two Windows Services

Credential Guard isolates credential haghes 10
reduce pass-the-hash attacks
d Code \ntegyity enforces

Hypervisor enforce
white-listing for applications and fne OS kerme\

Windows Defender Application Guard
will isolate the Edge browser (in RS2)

8f

UNIFIED EXTENSIBLE
FIRMWARE INTERFACE




Windows 10
Result Credential Guard

 Acompromised PC is E—

less valuable to Tt Protects credentials
attackers : — using hardware

« The device still has JavaScript = UESESE virtualization
access to enterprise Chakra || Silverlight

network and o

infrastructure (AD, M

« Evenifthe OSis
compromised, key data

Exchange, Intranet can’t be stolen
sites, shares) com Devices ! Printing |
* Files/data can be stolen DCOM Flesysem | Eliminates credential

« Akeylogger / screen
scraper can steal non-
Windows credentials

theft and pass-the-hash
attacks

- Hardware Isolation
Windows 10 VBS (client Hyper-V)






o mper-proof Monitonng




Copy-on-write execution in
hardware isolated memory

Microvisor ~—\

Intel VT-x CPU
virtualization

Har
Multi-co

isolated memory
execution

No device

/ access

/. “need to know”

i s e access to system
g d resources, files &

Additional CPU <= networks

security features

Virtual file system & network
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Self remediation aliminates persistence




Top 4
Ransomware

Attack Vectors




Microvisor
Windows
Host

New Micro-VM
per ‘user task’

Native

BIOS Boot
(Windows 7, 8, 10)
26



Applications e

Windows 10 Kern _ B Fed to SOC for
2 real-time analytics
& hunting

4

eCompIete record

of execution state
(diffs, pcaps, files)

o /// Manitoring '

" Native
remediation -0 i/ 9

Windows 10 Enterprise License




BEl Bromium Complements Microsoft Security

am Windows10

CG for pass-the-hash attacks
HVCI kernel code integrity
WDAG isolates Edge

ATP for cloud based EDR

@ Bromium

> Protection & self-remediation for
Network-based attacks
File or data loss

Key-loggers & screen
scrapers

Ransomware
Persistent APTs
Pass-the-hash attacks
All malicious execution

» Tamper-proof real-time monitoring
(EDR) of isolated tasks and the
Windows desktop




‘ Micro-virtualization for the masses...

13 & ‘ Bromiume

introducing

HP Sure Click

Browsing Security Solution

HP Sure (Click provides hardware-enforced security for web browsers,
protecting your PC from websites infected with malware, ransomware or viruses>.



https://blogs.bromium.com/2017/02/13/hp-and-bromium-micro-virtualization-for-the-masses-is-here/

BE Next Steps

= Learn how hardware-
enforced Isolation Is
transforming Microsoft

security |
http://bit.ly/VBSPartnershi

P

= Watch this demo how
Bromium stops
ransomware on Windows
/7,8, or10:
http://bit.ly/GoodbyeRans
omware

Evaluate your top threat
vectors then talk to us.


http://bit.ly/VBSPartnership
http://bit.ly/GoodbyeRansomware

